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Abstract 

Critical infrastructure systems provide vital resources and services to the population, commercial ventures, 

industrial operations, government entities, as well as to other interdependent critical infrastructure. These 

infrastructure systems depend upon extensive interconnections with one another; thus, the consequences 

resulting from one infrastructure dysfunction can propagate across infrastructure systems, generating cascading 

and escalating failures that could scale up a crisis. Critical infrastructure interdependencies are therefore 

fundamental considerations when assessing the resilience of infrastructure assets, systems, and, ultimately, the 

communities they serve. Expanding our understanding of how critical infrastructure systems operate in concert is 

essential in order to anticipate potential disruptions, manage the impacts, and develop adaptation measures for 

future conditions. Managing the dynamics and complexities of critical infrastructure interdependencies requires 

the combination of top-down and bottom-up analysis techniques in a flexible and adaptive approach. This paper 

proposes a critical infrastructure interdependency analysis framework and illustrates its application in Puerto Rico 

following Hurricane Maria. This framework leverages system-level and asset-level infrastructure analyses to 

illustrate potential cascading and escalating failures, as well as to identify and prioritise potential resilience 

strategies. The Puerto Rico case study also elucidates the elements and required conditions to operationalise 

critical infrastructure interdependency analysis in all phases of risk and emergency management, and in the 

broader perspective of long-term adaptation planning and sustainable development. 

Keywords: critical infrastructure interdependencies; complex systems; systemic risk assessment; disaster risk 

reduction; resilience strategies 
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1 Introduction 

Nations and communities across the world face significant challenges in formulating and implementing 

effective strategies to address the risks posed by myriad natural and man-made hazards. Although protecting life 

before, during, and after disasters is the highest priority, the potential impacts of these events to critical 

infrastructure assets, systems, and operations that enable the basic functioning of community institutions, public 

health systems, and economic activities are also of grave concern. Enhancing the resilience of critical 

infrastructure is recognised as an urgent goal in the Sendai Framework for Disaster Risk Reduction as well as in 

other international development and disaster management frameworks. However, successfully operationalising 

this goal requires that these strategies also be informed by the inherent system interdependencies each 

infrastructure sector shares with other infrastructure sectors, supply chains, and governance structures. 

These represent the “system-of-systems” that comprehensively characterise critical infrastructure 

resilience. The consequences of disasters may thus extend well beyond the individual infrastructure systems 

directly affected by an event, and carry the potential risks of cascading and escalating failures across other 

interdependent infrastructure systems and jurisdictional boundaries. A more thorough understanding of the 

complex interactions among critical infrastructure is therefore essential in preparing for, responding to, and 

recovering from disasters. Critical infrastructure interdependency analysis could support national and local 

stakeholders in making better informed and more holistic solutions to address the risks they may face. 

The body of this paper is subdivided into four sections. Section 2 provides a general overview of the main 

characteristics and dimensions of critical infrastructure interdependencies, and how these elements influence 

disaster risk reduction and resilience strategies. Section 3 proposes a critical infrastructure interdependency 

analysis framework combining top-down (i.e., system-level) and bottom-up (i.e., asset-level) approaches to 

inform resilience strategies. Section 4 discusses the application of this analysis framework to drive recovery 

investments in Puerto Rico after Hurricane Maria. Finally, Section 5 summarises how the analysis framework can 

be used to operationalise the consideration of critical infrastructure interdependencies in enhancing local, 

national, regional, and global resilience. 
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2 Theoretical Underpinnings of Critical Infrastructure 

Interdependency Analysis 

The term “critical infrastructure” has varying yet largely parallel definitions around the world (Public 

Safety Canada, 2018a; USDHS, 2018a; Australian Government, 2010; European Commission Migration and Home 

Affairs, 2019; UNISDR, 2017a). Although the definitions and taxonomies may differ, this term is generally used by 

governmental agencies to describe assets providing resources and services that support significant societal 

functions. The importance of societal functions, and therefore of the critical infrastructure assets supporting 

them, may be determined by emergency management situations or societal goals (Swedish Emergency 

Management Agency, 2014). Critical infrastructure encompass not only technical assets but also functional 

sectors and essential services (Pescaroli and Alexander, 2016). It is therefore important to prepare, invest in, and 

manage all categories of critical infrastructure, including lifeline networks (e.g., energy, water, communications, 

and transportation) and life support networks (e.g., emergency services, public health, and medical services), for 

the potential conditions of both normal operations and emergency situations. 

Although the term “resilience” has been defined in several fields (e.g., ecology, economics, and 

computer science) since the 1970s, it is only recently that this concept has been incorporated into the 

management of critical infrastructure systems (Dahlberg, et al., 2015). The traditional risk management approach 

for critical infrastructure emphasises an all-hazards approach, taking into account both natural hazards and man-

made threats. It has evolved from a pure vulnerability and physical security approach to a more comprehensive 

consideration of the missions and functioning of critical infrastructure. It is still important to “protect” critical 

infrastructure from risks, but infrastructure owners and operators increasingly recognise the importance of 

ensuring the resilience of their operations in light of the dynamic socio-technical systems they support (Dahlberg, 

et al., 2015). This paradigm shift in traditional risk management to include resilience is fundamentally based on 

the observation that it is impossible to be protected against all risks or to predict what is by definition 

unpredictable (Porod, et al., 2012). 

The term “risk” is traditionally defined as a function of three elements: the hazards and threats to which 

an asset is susceptible; the vulnerabilities of the asset to the hazard or threat; and the consequences potentially 

generated by the degradation of the asset (USDHS, 2010). If risk is a function of hazards, threats, vulnerabilities, 

and consequences, the challenge is to define how resilience fits into the determination of risk. Resilience, as 
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defined by the U.S. Department of Homeland Security, is the “ability to resist, absorb, recover from or successfully 

adapt to adversity or a change in conditions” (USDHS, 2010). The U.S. Department of Homeland Security lexicon 

also states that “[r]esilience can be factored into vulnerability and consequence estimates when measuring risk” 

(USDHS, 2010). In order to manage critical infrastructure effectively from a “risk perspective,” it is necessary to 

form an approach that is not based exclusively on protection and prevention. Risk and emergency management 

must include a balance between preparedness, mitigation, response, and recovery (Petit, 2018). 

Risk management and resilience management strategies are therefore inseparable and complementary.  

Risk management strategies are implemented to mitigate known threats and resilience management strategies 

are implemented in case the protection measures are not sufficient to prevent negative consequences resulting 

from known or unknown threats (Petit, 2018). Furthermore, both scholarship and experience also point to the 

need to consider the growing complexity of large socio-technical systems and combinations of organisational and 

technical failures to reduce risks and enhance resilience (Pescaroli and Alexander, 2016; Curt and Tacnet, 2018). 

The tendency for critical infrastructure sectors to be managed and regulated in isolation from one 

another hampers the understanding of challenges arising from interdependencies (Flynn, 2015). Resilience 

management approaches need to move beyond developing business continuity and emergency management 

plans that focus mainly on risks to individual facilities and assets, and toward developing plans that consider 

regional resilience management capabilities and integrate elements that may be outside of one organisation’s 

control. It is not sufficient to have generators, fuel storage, and refuelling priority to prepare for a power outage. 

Rather, enhancing the resilience of critical infrastructure involves the promotion of regional coordination, the 

definition of restoration priority, and the reallocation of resources to limit consequences and channel potential 

cascading failures. 

Assuring critical infrastructure continuity of operations requires a consideration of the complexity of 

cross-sector connections and an understanding of the diversity of hazards and threats they could face. Critical 

infrastructure assets are part of a “system-of-systems” and cannot be considered independently of their 

operating environment. As described by Rinaldi, Peerenboom, and Kelly (2001): “it is clearly impossible to 

adequately analyse or understand the behaviour of a given infrastructure in isolation from the environment or 

other infrastructures.” These interconnections mean that disruption or failure of one element can lead to 

cascading failures in others. Interdependencies among infrastructure systems can result in important economic 

and physical damage on a citywide, regional, or even national or international scale. 
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An infrastructure interdependency is generally defined as a bidirectional relationship between two 

assets in which the operations of both assets affect each other. An interdependency is effectively a combination of 

two dependencies; therefore, understanding an interdependency requires analysis of the one-way dependencies 

that comprise it. Figure 1 illustrates dependency and interdependency between two critical infrastructure assets. 

Figure 1: Dependency and Interdependency between Two Assets (Petit, et al., 2017) 

 

As defined by Rinaldi, Peerenboom, and Kelly (2001), it is possible to differentiate four classes of 

dependencies and interdependencies based on the nature of resources transiting between the systems and the 

level of interactions (Rinaldi, et al., 2001; Petit, et al., 2015):1 

• Physical dependencies among infrastructure assets characterise the connections at operational levels 

relating to the transfer of goods or resources (e.g., electric power, water, chemical products). 

• Cyber dependencies among infrastructure assets characterise the connections at control levels relating 

to the transfer of information or data. 

• Unlike other dependency classes, geographic dependencies do not characterise usual functional 

connections; rather, they depict the collocation of infrastructures and the potential that the disruption of 

one infrastructure asset may have an impact on other infrastructure assets located nearby. 

• Logical connections were originally defined as connections that do not fit under one of the three other 

categories (i.e., physical, cyber, or geographic). These characterise the decisional connections at 

strategic levels relating mostly to the management of human and financial resources. 

                                                 

 

 
1It should be noted that other taxonomies exist to categorise critical infrastructure interdependencies. Ouyang (2014) presents 

several examples of existing taxonomies. However, the taxonomy developed by Rinaldi, et al. (2001) remains the most widely 

used in Homeland Security. This taxonomy also has the advantage to be the most useful and comprehensive, as each of the 
elements identified in subsequent taxonomies can be found in the classes and dimensions established in this taxonomy 

defined in 2001. 
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These four classes characterise the functional organisation of critical infrastructure systems: physical 

interdependencies relate to connections through civil infrastructures (e.g., pipes, lines); cyber interdependencies 

relate to industrial control systems (ICS) and supervisory control and data acquisition (SCADA); geographic 

interdependencies relate to the location of infrastructure assets in close proximity; and logical interdependencies 

relate to the proactive and reactive decision-making of interdependent infrastructure managers. Figure 2 

illustrates the four classes of interdependencies between two infrastructure assets. 

Figure 2: Interdependency Classes 

 

The required data inputs, relevant qualitative and quantitative analytical techniques, and resulting products from 

dependency and interdependency analyses may differ across these four classes. 

A critical infrastructure is in constant interaction with its environment, using and transforming inputs 

(i.e., critical resources and services) from the environment in order to provide outputs to the same environment. 

Several dimensions of its environment may directly affect the operations of a critical infrastructure (Rinaldi, et al., 

2001): 

• Operating environment, including broader business, policy, legal, security, safety, and political 

considerations; 

• Coupling and response behaviour(s) for critical infrastructure following a disruption; 

• Type(s) of failure affecting critical infrastructure; 

• Infrastructure characteristics that influence the effects of a disruption; and 

• State of operations for critical infrastructure (e.g., normal day-to-day operations, degraded operations). 

Infrastructure dependency can also be characterised by the relative position of critical infrastructure 

assets and their proximity to dependent users. An infrastructure asset is positioned “upstream” from entities to 

which it provides resources or services. The recipients of those resources or services are therefore “downstream,” 
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and may include traditional customer bases such as residential neighbourhoods, commercial zones, community 

service providers, and industrial facilities, as well as other infrastructure assets that depend on these resources 

and services in order to operate (Petit, et al., 2015). For example, an upstream electric utility distribution 

substation may provide electricity service to both downstream residential customers and downstream water 

utility pump stations that depend on electricity to provide water service within the same community. 

The proximity of connections between infrastructure and its users may be either direct or indirect. A 

“first-order” dependency describes a relationship in which an infrastructure asset provides a direct service or 

resource to a user. This provision could be through a specific connection delivering the service or resource, and by 

which the operation of the upstream infrastructure asset will have an immediate impact on downstream users. 

Figure 3 illustrates a notional example of the first-order dependencies of downstream users on lifeline 

infrastructure, which includes electricity, fuels, water, wastewater, communications, and transportation sectors. 

Figure 3: Notional Illustration of First-Order Dependencies on Lifeline Infrastructure2 

 

A “second-order” dependency describes a relationship in which an infrastructure asset indirectly 

supports a downstream entity. These include upstream interactions between interdependent infrastructure 

                                                 

 

 
2Figure adapted from USDHS. 2018. Puerto Rico Infrastructure Interdependency Assessment. May 2018. Prepared by Argonne 

National Laboratory. Available upon request. 
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assets that are critical for the operation of one or more assets that ultimately provide direct services or resources 

to a user. Figure 4 illustrates a notional example of second-order dependencies of downstream users, focusing on 

those that are critical to supporting electricity infrastructure operations. Each of the electricity infrastructure 

assets (represented within the shaded area in the figure) has first-order dependencies on services or resources 

from other infrastructure sectors (represented by arrows in the figure) that must be satisfied in order for those 

electricity infrastructure assets to operate. These connections are therefore second-order dependencies of the 

downstream users, without which their first-order dependency on electricity could be disrupted. 

Figure 4: Notional Illustration of Second-Order Dependencies on Lifeline Infrastructure3 

 

Characterising infrastructure in terms of relative position and proximity enables analysts to develop 

network models representing the complex interactions between assets, systems, and operations across 

infrastructure sectors. These network models may be used to characterise how a change in upstream 

infrastructure operations may propagate cascading and escalating failures both within a given infrastructure 

sector or across infrastructure sectors. Understanding the different orders of dependencies and 

                                                 

 

 
3Figure adapted from USDHS. 2018. Puerto Rico Infrastructure Interdependency Assessment. May 2018. Prepared by Argonne 

National Laboratory. Available upon request. 
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interdependencies is particularly important to identify potential investment targets that will have the greatest 

cumulative effect on cross-sector infrastructure resilience and, ultimately, community resilience. 

Infrastructure interdependencies are complex and dynamic, and it is important to assess and visualise 

consequence propagation to manage cascading failures and avoid escalating failures that could potentially scale 

up a crisis (UNISDR, 2017b). Infrastructure interdependency analysis can be complicated, time consuming, and 

costly. This, in turn, can limit the ability of stakeholders to understand and use this information to make risk-

informed decisions that enhance resilience. To manage these complexities, the infrastructure community is 

increasingly using a systems science approach based on the assumption that a critical asset or facility can be 

considered as part of a broader system of infrastructure. Higher-level constructs (e.g., a community or a region) 

include multiple systems. As such, a community or a region operates as a “system-of-systems.” Viewed within this 

framework, high-level systems analysis—using proven and scientifically-sound tools—can help identify the most 

critical lower-level systems. This information can help determine where to conduct more detailed site 

assessments, focusing only on the most critical asset-level components (Carlson, et al., 2012). 

A systems approach helps to establish the appropriate scope of analysis, as well as the specific assets 

and subsystems for which resilience-related information should be collected (Carlson, et al., 2012). Using this 

approach, an analysis considers the high-level context (e.g., a geographic region or an economic sector) and the 

associated states of these systems, ultimately represented by the most critical assets that will inform the scope 

and focus of a resilience assessment. 

A systemic infrastructure interdependency analysis requires the combination of top-down and bottom-

up data collection and assessment methods (Figure 5). 
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Figure 5: Top-down and Bottom-up Approaches to Regional Dependency Analysis (Petit, et al., 2017) 

 

 

Integration of infrastructure interdependency analysis in risk management and regional resilience 

strategies leads to a better understanding of how critical infrastructure systems operate, anticipation of potential 

cascading and escalating failures, and identification of possible adaptation measures. Increasing critical 

infrastructure awareness and integrating interdependency analysis into risk management will support the 

development of resilience-driven strategies adapted to local needs (UNISDR, 2017b). 

Even if significant efforts have been made to better understand and analyse infrastructure 

interdependencies, there is still a limited understanding of the critical infrastructure system operations and the 

possible resulting cascading failures. Emergency planners need to move beyond crafting disaster response 

procedures that focus only on managing immediate life safety issues and toward developing recovery plans that 

enable the rapid restoration of essential and normal infrastructure functions. This evolution of critical 

infrastructure system management requires developing new tools to characterise infrastructure 

interdependencies and identify the systems, assets, and functions that are truly critical for regional resilience. 
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The next section presents a critical infrastructure interdependency analysis framework that has been 

developed to combine top-down and bottom-up infrastructure interdependency analysis to inform regional 

resilience strategies. 

 

3 Critical Infrastructure Interdependency Analysis Framework 

Analysing infrastructure interdependencies to improve regional resilience requires a scalable approach 

that can be tailored based on decision support needs, stakeholder requirements, and relevant critical 

infrastructure assets. Stakeholder goals, available data, time, budget, and analytical sophistication are all 

combined to influence the scope and complexity of potential interdependency analysis. Thus, the core concept of 

the critical infrastructure interdependency analysis framework is to establish a flexible approach that covers a 

broad spectrum of options, starting with relatively simple and tightly-scoped efforts, and culminating in more 

complex, integrated evaluations. The critical infrastructure interdependency analysis framework is comprised of 

four phases. 

3.1 Phase 1: Identification of Stakeholder Needs 

This first phase aims to identify the primary stakeholders in the community or region (i.e., governmental 

organisations, non-governmental organisations, private sector, and population) and define their requirements 

and the information they need to integrate infrastructure interdependency considerations in resilience 

enhancement strategies. A solid understanding of the information needs of decision-makers and the processes in 

which these decisions occur is essential to scoping the critical infrastructure systems for analysis and the required 

level of analysis, particularly since interdependency analysis of critical infrastructure can be tailored to different 

levels (i.e., asset, system, network, or functions). In this phase, the assessment team conducts an initial review of 

existing documentation (e.g., previous assessments and characterisations of infrastructure systems, existing 

plans, and other available information) and of operating environment factors to refine the project scope and 

identify a preliminary list of sites (i.e., downstream users [industry, commerce, population] and utility systems 

assets). 

This first phase is particularly important as it defines the scope and the extent of the analysis to be 

conducted. It is specifically important to identify the stakeholders (and their jurisdictional responsibilities), the 

specific intent of the analysis (e.g., identify interdependencies, conduct a vulnerability assessment, or identify 

resilience enhancement options), the classes of dependencies to be considered, and what constitutes the region 
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of concern. All these elements are connected. The stakeholders’ intents and requirements, as well as the type of 

critical infrastructures of interest, will help to define the geographic scope of the analysis. The study will not be 

the same if we consider water treatment and distribution systems that are usually operated at municipal level or 

electric grid transmission systems that are operated at a much larger scale. The best approach for defining the 

stakeholder needs is to build a collaborative environment through information-sharing mechanisms and 

facilitated discussions. This approach is currently used worldwide and is a foundation of the Regional Resiliency 

Assessment Program and the Protected Critical Infrastructure Information program in the United States (USDHS, 

2018b; USDHS, 2018c), the Regional Resiliency Assessment Program in Canada (Public Safety Canada, 2018b), the 

European Union Agency for Network and Information Security (ENISA) in Europe (ENISA, 2018), and the Trust and 

Information Sharing Network in Australia (Commonwealth of Australia, 2018). 

3.2 Phase 2: Identification of Major Assets 

The second phase aims to identify and prioritise the most critical assets for both downstream users and 

utility systems which, if disrupted, would have detrimental social, environmental, or economic impacts in the 

region assessed. During this phase, the assessment team analyses, revises, and prioritises the preliminary lists of 

downstream users and utility systems based on input from private and public sectors as well as infrastructure 

system owners and operators. Socio-economic analysis can be used to evaluate the significance of downstream 

users and identify geographic clustering with similar characteristics and resource requirements. After 

identification of these socio-economically significant areas, the assessment team conducts facilitated discussions 

and specific surveys to define the list of critical sites that helps focus data collection and analysis activities. 

3.3 Phase 3: Data Collection 

The third phase aims to gather qualitative and quantitative data to characterise the first-order upstream 

and downstream dependencies for each critical utility system assets and the first-order upstream dependencies 

for each critical site identified during Phase 2. For this phase, the assessment team uses a hybrid approach, 

including: 

• Review of existing open source and proprietary data sources (e.g., databases, geographic information 

system [GIS] data layers, reports, best practices). 

• Visits to identify critical assets and utility sites to learn about the facility’s operations; potential impacts 

from disruptions to supporting infrastructure (e.g., power, water, wastewater, communications, 

transportation); and existing security and emergency procedures. 
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• Dependency surveys to collect standardised information across facilities to assess the impacts of a 

disruption or loss of utility services on asset’s operations and an industry’s essential functions. These 

surveys specifically gather the information requested to generate dependency curves that characterise 

upstream dependencies (Petit, et al., 2014). 

• Facilitated discussions with subject matter experts and main stakeholders to understand perspectives 

on industry and utility operations. These discussions uncover operational characteristics of relevant 

industries and utilities and their role in potential cascading and escalating failures. 

• Structured interviews with industry and utility operators. These interviews occur face-to-face and 

remotely to amplify data gathered through other avenues. 

Data collection and analyses are expanding from traditional evaluations of physical dependencies to 

include cyber and geographic dependencies, as well as visualisations of first- and second-order cascading failures. 

A key element of the data collection phase is the development of a data architecture and data dictionary to 

understand the completeness of available data; facilitate a common understanding of infrastructure dependency 

and interdependency characteristics; support system-level modelling and analysis; and identify opportunities for 

future engagement with public and private sector stakeholders. 

3.4 Phase 4: Infrastructure Analysis 

This fourth and final phase constitutes the core of the analysis approach. In this phase, the assessment 

team analyses the data collected for characterising critical assets’ downstream and upstream dependencies, as 

well as the utility systems, to model how failures could cascade or escalate through infrastructure system-of-

systems and potentially impact downstream users. The infrastructure analysis specifically focuses on resilience 

analysis for the assets and systems, and related interdependency analysis. 

3.4.1 Resilience Analysis 

Resilience analysis centres on developing an understanding of existing system-level continuity of 

operations and emergency plans and procedures, as well as related equipment and procedures in place at the 

facility level. The resilience analysis seeks to identify the existing and potential measures to reduce the 

consequences of a loss of utilities on facility operations. Information to support resilience analysis at the asset 

level is gathered during site visits, interviews, and facilitated discussions with industry and utility managers using 

a structured set of questions. The resilience analysis focuses primarily on preparedness, mitigation, response, and 

recovery measures, including plans, procedures, and backup capacity. 
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3.4.2 Interdependency Analysis 

The interdependency analysis process combines top-down and bottom-up approaches to characterise 

infrastructure connectivity within and across sectors. Top-down dependencies analysis involves network-based 

and system dynamics-based approaches to estimate the service capabilities of utility systems (Table 1). The 

network-based approach hinges on identifying critical utility nodes and their functions, and then identifying 

potential resilience enhancements. This approach captures key characteristics (e.g., flows, operational 

mechanisms) of utility systems. The system dynamics-based approach complements the network-based 

approach by modelling the effect that the operating environment has on utility system functions. It helps to 

capture the effects of policy and technical factors that affect utility system evolution. 

Table 1: Components of Top-down Analysis 

Component Definition 

Network-Based Describe infrastructure systems as networks where infrastructure assets are 

represented as nodes and the physical connections are represented as arcs. The 

two main network-based approaches are topology-based methods and flow-

based methods. 

System Dynamics-Based Analysis of the dynamic behaviour of complex systems using a top-down approach 

to model a system’s dynamic and evolutionary behaviour by using stock and flow 

exchanges and causal loops. 

 

Bottom-up analysis of infrastructure interdependencies focuses on understanding the needs of critical 

assets (for both utility systems and downstream users) and for specific resources (i.e., power, fuels, water, 

wastewater, communications, critical supplies). The focus is on impacts of a disruption to these resources and 

services at a specific asset. Data collection addresses the variations in facility performance over time in light of 

these disruptions, including timelines, extent, and duration of the loss of services; measures in place (i.e., 

procedures, backup) to mitigate loss; and the extent of overall degradation on facility’s operations. 

Top-down and bottom-up interdependency analyses are then combined to define a high-level 

abstraction of infrastructure interdependencies that allows the assessment team to anticipate potential 

cascading and escalating failures within and across sectors. Each utility and industry system is visualised as a 
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layer based on top-down interdependency analysis. The specific connections between layers are characterised 

through bottom-up interdependency analysis (Figure 6). 

Figure 6: System-of-Systems Interdependency Abstraction Visual4 

 

For example, top-down analyses of the electric grid shows how the disruption of a given asset (e.g., 

generator, line, or substation) or a combination of assets (e.g., n-2 contingency studies) would propagate across 

the electric grid and cause outage areas. Bottom-up analysis is used to characterise how operations at facilities 

within the power outage areas would be impacted. This use of “system-of-systems” interdependency analysis 

sheds light on downstream cascading and escalating failures. However, the approach also informs upstream 

analysis about how utility systems supply critical resources and services to a specific area of interest. 

The proposed infrastructure interdependency methodology and framework have been designed to be 

flexible. The most important element was to propose an adaptive process that can be tailored to answer 

stakeholder’s needs and requirements. On the basis of the desired level of analysis, the data available, and the 

capabilities of people conducting this analysis, four levels of assessments are possible: 

• Initial level assessment consists of building the collaborative environment supporting information 

sharing about critical infrastructure operations. At this level, assessment consists primarily of 

                                                 

 

 
4Figure adapted from USDHS. 2018. Puerto Rico Infrastructure Interdependency Assessment. May 2018. Prepared by Argonne 

National Laboratory. Available upon request. 
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researching open source information and provides a limited analysis of physical and geographic 

interdependencies. 

• Moderate level assessment involves access to proprietary datasets, and uses specific critical 

infrastructure models to anticipate and visualise first-order dependency cascading failures. At this level, 

assessment provides a better analysis of physical, geographic, and cyber dependencies. 

• Advanced level assessment addresses all classes of dependencies. This level of assessment requires 

coordination of existing datasets and development of new data collection mechanisms. At this level of 

assessment, the focus switches from the first-order dependencies of particular critical infrastructure 

assets to promote a more holistic assessment of second- through n-order of dependencies. 

• Comprehensive level assessment integrates all classes of dependencies as well as all interdependency 

dimensions to anticipate and characterise in real time how interdependencies influence the resilience 

and security of critical infrastructure systems and ultimately the region of concern. 

Table 2 presents a general overview of the elements characterising the different level of assessments 

Table 2: Overview different assessment levels 

Initial Level Assessment 

Data • Open source (e.g., potential impacts, potential dependencies, and general service) 

Analysis 

• General understanding of sector dependencies and of assets within a sector 

• Limited knowledge of cascading impacts 

• No knowledge of escalating failures 

Products 

• Static service maps and general sector informational reports 

• Evaluation of failures from common causes and their direct consequences 

Level of effort 

At this level, most of the work can be done through discussions between critical infrastructure 

owners and operators, and emergency management officials. The objective is to have a 

general understanding of critical assets located in the region of concern. 

Moderate Level Assessment 

Data 

• Open source 

• Surveys 

• Proprietary databases 
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• Facilitated discussions with stakeholders 

Analysis 

• Refined information specific to assets within the sector 

• Better understanding of specific dependencies at the asset level  

• Differentiation between physical and cyber dependencies during normal operations 

• Separated mathematical/engineering system models (not automated) 

• Normal operations 

Products 

• Refined visualisation of degradation propagation  

• Better understanding of first-order cascading failures (some notion of temporal aspects) 

• Dependency/degradation curves for assets 

• Some interactive operational tools for characterising upstream physical dependencies 

Level of effort 

At this level, the objective is to refine the understanding of first-order dependencies to 

characterise how a specific asset would be affected. If a collaborative environment is in place, 

few weeks are needed to collect the information characterising existing backups and 

redundancy, and specific degradation of asset performance resulting from a lack of resource 

supply. At this level of assessment, only bottom-up approaches are used. 

Advanced Level Assessment 

Data 

• Implement new data collection mechanisms 

• Capture new characteristics of dependencies (e.g., added detail on physical and cyber 

dependencies; integration and analysis of geographic dependency) 

Analysis 

• Integrate system-level models  

• Integrate cyber and physical models 

• Address conditions during normal operations and degraded-state operations 

Products 

• Refine cascading and escalating visualisation, including second- and third-order 

cascading failures 

• Improved temporal and spatial visualisation 

Level of effort 

This level of assessment is more time and data consuming. It requires access to system 

modelling techniques to characterise the behaviour of critical infrastructure systems. Several 

models have been developed by academia and research centres that can be combined by 
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using data-centric modelling/simulation platforms (Portante, et al., 2017). GIS platforms also 

have utility components that can be used to illustrate system behaviour. The major challenge 

for this level of assessment is to get access to the data needed to run the different models. 

The level of effort can go from months to years for small research teams. 

Comprehensive Level Assessment 

Data 

• Collect information for all dependency dimensions 

• Develop a process to capture all needed information (e.g., beyond critical infrastructure) 

Analysis 

• Comprehensive analysis of dependencies and interdependencies for risk and resilience 

assessment 

• Complete risk and resilience analysis, integrating both dependencies and 

interdependencies 

• Integrate system models that are mostly automated 

• Conduct in-depth analysis of all dimensions of dependencies and interdependencies 

Products 

• Real time visualisation tool for cascading and escalating failures 

• Early warning system that identifies potential cascading and escalating consequences 

• Integrated public and private business continuity, emergency management, and 

communication processes 

Level of effort 

This level of assessment requires developing an ad-hoc approach and often the use of high 

performance computing capabilities. This level of assessment is the one difficult to achieve if 

you don’t have access to important research capabilities. 

 

These four levels of assessment build on each other. They require a collaborative environment that 

promotes information sharing and multidisciplinary analyses and must go beyond a consideration of only the 

critical infrastructure (e.g., environmental, social, and economic characteristics that affect the resilience of a 

region). The ultimate goal is a comprehensive, flexible, proactive, and dynamic assessment of all dimensions that 

characterise critical infrastructure interdependencies. 

The next section illustrates how this critical infrastructure interdependency analysis framework has been 

applied in Puerto Rico. 
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4 Application of the Framework in Puerto Rico’s Recovery 

Hurricane Maria caused catastrophic damage throughout Puerto Rico when it made landfall on 20 

September 2017. Escalating failures across all critical infrastructure sectors impacted every community and 

economic function on the island. As Governor Ricardo Rosselló observed in his request for federal assistance on 

behalf of the Commonwealth, “[w]ithin a matter of hours, 100% of Puerto Rico’s population, economy, critical 

infrastructure, social service network, healthcare system, and even the government became casualties of the 

storm” (Rosselló, 2017). 

Beginning in October 2017, the framework described above was operationalised to support the U.S. 

Department of Homeland Security’s Infrastructure Security Division and the Federal Emergency Management 

Agency in analysing disruptions to interdependent infrastructure and contributing the results to whole-of-

government long-term recovery planning efforts. The goal of the project has been to conduct an infrastructure 

interdependency analysis that could inform the targeting, prioritisation, and packaging of infrastructure recovery 

investments (USDHS, 2018d). 

The study of infrastructure interdependencies in Puerto Rico aimed to identify infrastructure recovery 

needs of a selection of economically-significant regions, as identified by stakeholders, and the critical 

infrastructure assets upon which these regions depend (Phase 1 of the framework). The study focused on the 

potential downstream effects of a series of upstream recovery activities for disrupted lifeline infrastructure assets, 

systems, and operations, including electricity, fuels, water, wastewater, communications, information 

technology, and transportation (Phase 2). In-field data collection activities conducted over the course of five 

months captured the characteristics and performance of community institutions and economic actors (i.e., 

“users”) as well as critical infrastructure assets (Phase 3). To facilitate the analysis, a dynamic GIS software 

environment was developed to assess and visualise the dependencies on and interdependencies between critical 

infrastructure systems supporting these communities (Phase 4). 

The Puerto Rico Infrastructure Interdependency Assessment (PRIIA) toolset, developed by Argonne 

National Laboratory, consists of several components that analysts incorporated into an interactive Esri® ArcGIS 

web application, and was used to build a system-of-systems analysis to support local and national government 

collaboration and decision-making on infrastructure recovery. 
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4.1 Geodatabases 

 To conduct the bottom-up analysis in this project, geodatabases were first developed to house 

standardised data collected through structured interviews with community officials, private industry 

representatives, infrastructure operators, and local government partners conducted between November 2017 and 

March 2018. These geodatabases include searchable characterisations of the operations and dependencies for 

users and infrastructure assets within the study regions. Data points of interest consist of the following: 

• Community profiles, including demographic statistics and land-use zoning areas; 

• Economic activity, including commercial or industrial perspective, description of the services or 

products, position on the supply chain, and market share of the user in relation to regional and global 

markets; 

• Internal processes, including the raw materials required, equipment used for operations or 

manufacturing, and timing of services or production lines; 

• Impacts resulting from Hurricane Maria, including the disruptions to operations, mitigation policies in 

place, and economic impact on infrastructure operations; and 

• Infrastructure dependencies, including the specific upstream first-order connections, alternative or 

redundant sources that could be utilised, and the criticality of services and resources. 

4.2 Relational Data Tables 

Relational data tables were then structured to align the infrastructure dependency elements from the 

geodatabases into a network of connections between upstream infrastructure operations and downstream users 

and infrastructure assets. These were produced for both users (e.g., critical manufacturing facilities) and 

infrastructure assets that serve those users (e.g., local electricity distribution substations). These tabulate the 

first-order dependencies of each user and infrastructure asset within the study regions. Table 3 provides an 

example of the relational data table developed for a single user of interest (i.e., the hypothetical “U001”). 

Table 3: Example of Relational Data Table Elements for a Single User of Interest 

 First-Order Dependencies 

UID AID Asset Type Asset Name Coordinates (x/y) Shape Criticality 

U001 A001 Electricity Distribution Substation A −12.345 67.890 Point Medium 

U001 A002 Electricity Distribution Line A.1 −12.345 67.890 Line Medium 
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U001 A004 Water Water Pump Station B −12.345 67.890 Point Medium 

U001 A005 Water Water Pipe B.1 −12.345 67.890 Line Medium 

U001 A008 Wastewater Treatment Plant C −12.345 67.890 Point High 

U001 A009 Wastewater Sewer Line C.1 −12.345 67.890 Line High 

U001 A013 Communications Cell Tower D −12.345 67.890 Point High 

U001 A018 Info. Tech. DSL Junction E −12.345 67.890 Point High 

U001 A019 Info. Tech. DSL Fibre Optic Line E.1 −12.345 67.890 Line High 

U001 A025 Air Trans. Airport F −12.345 67.890 Point Medium 

U001 A032 Maritime Trans. Seaport G −12.345 67.890 Point High 

U001 A040 Road Trans. Highway Route H −12.345 67.890 Line Low 

U001 A041 Road Trans. Highway Route I −12.345 67.890 Line High 

 

An identification number was assigned to each user (“UID”) and infrastructure asset (“AID”) within the 

geodatabase, which is used to align connections between users and infrastructure assets as well as among assets 

in the tables. The tables also associate a description of the upstream infrastructure “asset type” by sector, the 

“asset name”, its “coordinates” for geotagging, the type of “shape” feature that would be illustrated by the 

geotagging (e.g., a point or line), and a simple “criticality” ranking (e.g., high, medium, or low) for that service or 

resource as described by stakeholders. 

With these geodatabases and relational data tables, the bottom-up analysis identifies and aligns first- 

and second-order dependencies that are critical to users and infrastructure assets within the study regions. 

4.3 Regional Infrastructure GIS 

To inform the top-down analysis in this project, partnerships between the U.S. Department of Homeland 

Security’s Cybersecurity and Infrastructure Security Agency and other national and local government agencies 

supporting recovery operations were essential in collecting the necessary regional (i.e., system-level) GIS data on 

each critical infrastructure sector. The availability of open source data was especially important in order to 

maximise the distribution of the analytical results. Figure 7 provides an example of the electric grid GIS data 

collected to support the analysis. 
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Figure 7: Illustration of System-level GIS Data in Puerto Rico (Esri, 2018; USDHS, 2017)  5 

 

4.4 Geometric Network Analysis 

The characterisations contained in the geodatabases and connections aligned within the relational data 

tables were combined with regional infrastructure GIS data to geotag the dependencies and interdependencies. 

Geometric network analysis is currently being used to establish system-level schematics of interactions between 

the users and infrastructure assets, as well as between the assets themselves, in the study regions. This enabled 

analysts to combine the flow and cardinality of system-level dynamics with asset-level characterisations and 

connections developed through in-field data collection. 

4.5 Analysis and Visualisation Results 

The PRIIA software toolset displays and leverages the data and connections from the four components 

described above to perform the analysis on and derive visualisations of dependencies and interdependencies. 

These visualisations highlight the relational data assembled on the regions of interest (i.e., bottom-up) in light of 

                                                 

 

 
5The U.S. Department of Homeland Security’s Homeland Infrastructure Foundation-Level Data (HIFLD) includes “geospatial 
data within the open public domain that can be useful to support community preparedness, resiliency, research, and more.” 

See https://hifld-geoplatform.opendata.arcgis.com/. 

https://hifld-geoplatform.opendata.arcgis.com/
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the flow and cardinality of system-level GIS data established through geometric network analysis (i.e., top-down). 

The results of each run of the toolset are displayed in an interactive GIS environment. Figure 8 provides a notional 

example of a mapping and assessment of first- and second-order dependencies for a single user of interest. 

Figure 8: Notional Example of Results Generated by the PRIIA Toolset (USDHS, 2018d). 

 

By selecting a user or infrastructure asset on the map, PRIIA can return a visual tagging of upstream 

infrastructure assets that are critical to its operations. The red-shaded infrastructure assets in Figure 8 highlight 

those that were identified as a first-order dependency of the selected downstream user or infrastructure asset, 

and the yellow-shaded infrastructure assets highlight those that were identified as its second-order dependencies 

(and, therefore, first-order dependencies of the red-shaded assets). 

In some instances, the toolset returned results with certain infrastructure assets highlighted in orange 

(combining the red and yellow shadings), denoting that those assets were both a first- and second-order 

dependency of the selected downstream user or infrastructure asset. For example, a selected user may have first-

order dependencies on both an electricity distribution substation for electricity service and on a cellular tower for 

communications service. The cellular tower may also have a first-order dependency on the same electricity 

distribution substation to power its operation. The electricity distribution substation would therefore be 

highlighted with orange by the toolset as both a first- and second-order dependency of the user because its 

operations may have direct and indirect impacts on the user’s operations. This denotes the possibility to create 

escalating failures if these systems were degraded. 
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Iterative runs of the toolset also enabled analysts to derive tallies of the cumulative demands being 

placed on each infrastructure asset. This exercise produced a ranking of relative criticality of infrastructure assets 

and, potentially, the relative stress under which these operate. In light of the desired goal to inform the targeting, 

prioritisation, and packaging of infrastructure recovery investments, these tallied results can be used to drive 

efforts by national and local government partners to build back better and more resilient communities, 

industries, and supporting infrastructure for the Commonwealth of Puerto Rico (USDHS, 2018). The PRIIA toolset 

continues to be used to support long-term recovery planning for critical infrastructure systems across Puerto 

Rico.6 The critical infrastructure interdependency analysis framework described above and the processes 

developed for this toolset are being incorporated by Argonne National Laboratory and the U.S. Department of 

Homeland Security’s Cybersecurity and Infrastructure Security Agency in their on-going support for the Federal 

Emergency Management Agency’s recovery mission. 

 

5 Operationalising Resilience Strategies for the Global Arena 

The Sendai Framework for Disaster Risk Reduction incorporates the resilience of infrastructure as a 

central component of disaster preparedness, recognising the need “to ensure that they remain safe, effective and 

operational during and after disasters in order to provide live-saving and essential services” (UNISDR, 2015). As 

the example of Puerto Rico’s recovery continues to illustrate, ensuring critical infrastructure operations involves 

cross-sector assessments of infrastructure interdependencies. In order to be effective, risk reduction efforts 

should target the broader enhancement of community resilience, which requires the consideration of 

interdependencies at the asset, community, system, national, regional, and global levels. 

Modern societies face increasingly complex challenges in reducing the risks posed by climate change, 

extreme weather events, man-made events, and aging infrastructure. As the risks posed by these hazards 

continue to increase in both frequency and intensity, the efforts of infrastructure owners, operators, and 

governance structures to enhance the resilience of the assets and systems they manage are more crucial than 

ever. Interdependency relationships among critical infrastructure should be analysed using a framework and 

                                                 

 

 
6The examples and explanation of PRIIA in this paper were notional in nature due to the sensitivity of real-world data and the 

results produced during this assessment. 
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toolset like the one presented in this paper to anticipate how a change affecting these connections could cascade 

or escalate across other critical infrastructure operations and dependent downstream users. 

This priority is echoed in the 2030 Agenda for Sustainable Development, and specifically in the first target 

of Goal 9, which advocates the development of “quality, reliable, sustainable and resilient infrastructure, 

including regional and transborder infrastructure, to support economic development and human well-being” (UN, 

2015). The challenge is to go beyond traditional risk management approaches and to design critical infrastructure 

systems that will be adapted to their future socio-ecological environment, and that will respond to current and 

future population needs. Such an all-encompassing overview would support the mutual reinforcement and 

concerted efforts between global risk reduction, resilience, and sustainable development targets. 

To be truly effective, the implementation of comprehensive disaster risk reduction and resilience 

management strategies also requires collaborative and multidisciplinary approaches that combine social, 

economic, and technical points of view. This means that the critical infrastructure interdependency analysis 

framework must combine not only social and system engineering methodologies, but also regional capabilities to 

inform multi-organisational decision-making and prioritise activities to reduce consequence duration and 

severity. This will fully elucidate the range of influences acting upon critical infrastructure assets and systems, and 

therefore promote practices supporting acceptable levels of critical infrastructure performance. 

Regional coordination will help stakeholders to define what constitutes an acceptable level of 

consequence for identifying resilience enhancement strategies. Conceptually (and before an event), it is relatively 

easy to decide to prioritise response and recovery activities, and to decide to channel the consequences resulting 

from cascading and escalating failures. The reality may be different when the adverse event occurs. The main 

challenge is to define the risk ownership and to decide who will deal with the consequences, and also to establish 

through a scientific method that the actions taken will be beneficial for most (if not all) stakeholders. 

After prioritising their operations, critical infrastructure should organise collaborative and secure 

exchanges with their suppliers and regional emergency managers to coordinate decision making and achieve the 

greatest benefit for the most critical needs. Communication is an important, and too often neglected, phase of 

risk management. A process for improving the resilience of critical infrastructure cannot be effective without 

considering all of the stakeholders involved in critical infrastructure management and regional emergency 

management, including the public. In risk management, it is always difficult to define what information must be 

communicated, to whom, and how. 
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The development of processes that maintain a balance between protecting sensitive information (from a 

business and/or national security perspective) and providing emergency managers necessary information 

continues to be a challenge. Understanding regional security and safety capabilities is beneficial for harmonising 

resilience strategies. However, communicating about resilience and security strategy can generate additional 

vulnerabilities that could be exploited by malevolent actors. Identifying and admitting that your system can fail, 

generate a loss of public confidence, and affect critical infrastructure business activities. 

The difficulty in defining what consequences are acceptable and what information should be shared can 

be addressed by building a trusted environment to promote a sustainable development culture based on 

education and training. The development of trust must be supported by mechanisms to operationalise standards 

and policies promoting collaborative approaches and partnerships between critical infrastructure owner, 

operator, and government representatives. Furthermore, the objective of resilience management strategies is to 

complement risk management strategies, which primarily address hazards and vulnerabilities, by promoting 

flexible and adaptive approaches to better react to unanticipated hazards and reduce undesired consequences. 

 

6.  Conclusion 

The characterisation of critical infrastructure interdependencies is essential for risk and resilience 

management. The integration of these relationships into risk analysis and regional resilience strategies enables 

decision makers to better understand how critical infrastructure systems operate, to anticipate potential 

cascading and escalating failures, and to identify possible adaptation measures. Infrastructure interdependencies 

are complex and dynamic relationships to analyse. Managing these complexities requires the combination of top-

down and bottom-up analysis techniques in a proactive risk management approach that integrates current and 

future socio-ecological conditions. The analysis framework presented in this paper proposes a flexible and 

adaptive approach to anticipate how a change affecting infrastructure operations could cascade or escalate 

across other critical infrastructure operations and dependent downstream users. This approach can be used in all 

phases of risk and emergency management to support economic development and human well-being. To be 

effective, this approach requires a trust environment built on collaboration and information sharing to consider 

all stakeholders’ requirements and to inform comprehensive disaster risk reduction and resilience management 

strategies. 
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